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Frequency Hopping Communication Systems for Access of
Distribution Network Nodes Under Disaster Recovery

LONG Cheng'*, ZHANG Jian’, ZHANG Hua', LIU Xing*, GAO Yiwen',
SU Xueneng', LI Shilong', YANG Yongho'

(1. State Grid Sichuan Electric Power Research Institute, Chengdu 610041, Sichuan, China; 2. Power
Internet of Things Key Laboratory of Sichuan Province, Chengdu 610041, Sichuan, China; 3. State
Grid Sichuan Electric Power Company, Chengdu 610041, Sichuan, China;4. College of
Electrical Engineering, Sichuan University, Chengdu 610065, Sichuan, China)

Abstract : In unforeseeable situations such as natural disasters, malicious attacks or unexpected failures, distribution networks
are often affected by these disasters, leading to communication failures at their node, so a communication network with disaster
recovery backup is essential. In order to ensure the smooth communication of distribution network nodes under disaster
conditions, a frequency hopping communication system suitable for disaster conditions is proposed. This system adopts a
combination of two-level frequency hopping systems to ensure the reliability of communication network access for distribution
network nodes. Then, a two-level hopping sequence set that satisfies the system is designed using the trace function method,
and the two-level Hamming correlation characteristics of frequency hopping sequence set are verified. The Hamming correlation
characteristics of main frequency hopping sequence set satisfy the ideal Hamming correlation value characteristics, while the
Hamming correlation characteristics of backup sequence set, although slightly higher than those of main frequency
hopping sequence set, can still reach a very low value. Finally, the main and backup frequency hopping sequence sets
are used for simulation analysis in channel transmission, and the results show that the characteristics of bit errors of this
sequence set are superior to traditional low-hit-zone frequency hopping sequence sets. Through analysis, it can be concluded
that the proposed frequency hopping communication system is suitable for the access of distribution network nodes under
disaster conditions, and can ensure the reliability of information transmission.

Key words : distribution network ; disaster recovery communication; frequency hopping communication; frequency hopping
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