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Research of Security Protection Strategy for Differential
Protection of 5G - based Distribution Network

Zhang Tai', Yang Xue”, Wang Xiaofan®
(1. State Grid Sichuan Electric Power Research Institute, Chengdu 610041, Sichuan, China;
2. State Grid Meishan Electric Power Supply Company, Meishan 620010, Sichuan, China)

Abstract: The security protection strategy for differential protection of 5G — based distribution network is discussed. Firstly,
the architecture and implementation principle of differential protection of distribution network are given. Secondly, the security
of 5G and 4G networks is compared and analyzed. Combined with the security challenges of 5G, the security protection re-
quirements for 5G — based distribution network are analyzed, and then two security protection goals for differential protection of
5G — based distribution network with SA and NSA are proposed. Finally, the security risk points and countermeasures are given

based on the data flow and boundary conditions of the differential protection. The results demonstrate that the proposed security
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protection strategy is effective.
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